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Answers to questions are to be given only in.English except‘iﬂ'ﬂaemse of candidates who have

opted for Hindi Medlum Ifa candldate has not opted for Hindi medmm, his / her answers in
Hmd1 will not be valued.

" Question No. 1is compulsory. '

. Attempt any five questions from the remaining six questiops. '

_Marks
| 1. _Skye_ir is an airline company operating with in-house developed_software till n‘ow..
Its proﬁt_" margins are under press;;_re .du"e to inefficiency anddisorganized work
culture. - - | | | o
To survive in the highly compcti-tive envitbpmepx_, it has to _impxove the efﬁciency
of its internal processels and synchronize is_olate.d functions into streanﬂjne'd.
business .process'es so that work culture is improved. Hen_e.e it has decided to
purchase and _:imL)_lemente .r=ea1 time ERP package. In order to .improve its margin, it
wants to transact with suppliers and customers electronically and maintain all
records i-ri electronic fofm Security of information is a. key activity of this process
wh1ch must be taken care of from the begmmng Asa member of 1mp1ementatlon
team you are required to answer the followmg |

(a) What issues you would like to raise dunng the technical feasibility of new 5
proposed system ? '
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_ In_formanon.Technology (Amendment) Act, 2008.
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Descnbe the provisions for authentrcatlon of electromc records under

Snggest the controls that need to be in place at the time of app]ica_tion

' softw_are _acquisi_tion or selection'proc'es's'.

Descrrbe any five | major types of information secunty pohcy which company

“must maintain to meet the secunty obJectrves

Define Transaction Processing .S.ystem ('I'PS) List out the calient features of a
TP o | B

;o

Describe the Agile Methodology of system development. Describe its |
,_ strength | |

What are the grounds on Wthh a certlfymg authonty may revoke a d1g1ta1

ceruﬁcate 1ssued by 1t, in accordance with secnon 38 of Informanon

Technology (Amendment) Act, 2008 7

"'Explam, briefly, the six categones of conttols classrﬁed on the basis of nature |

of IS resources.

How an 'a_nditor w111 determine. Whether the disaster. recovery plan was

| developed using a sound and robust methodology ? EXp_lain.

With reference to ERP package (SAP), briefly 'explajn three modules of

Enterprise Controlling.
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. -.»not.7 Describe the five. tjpes_ 6f costs which are required to be considéred
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_ while implementing the operaﬁ-ng_' controls in a system.

‘Real time information system needs real time audit techniques like Integrated

Test Facility (ITF) to provide continuous assurance.” Define and explain the

ITF ineth.odology.

What db.you mean by ‘Sys Trust’ and ‘Web Trust’ ‘?-List out the principles.

used by these services.

Describe any s1x business ‘processes which can be integrated using ERP.

State the com'po_nents of a security policy to protect information system of an

‘organization.

Define the term ‘Risk Mitigation’. Explain the common risk mitigation

tcéhniques.

What is CoCo Model ? Give the four important concepts lay down about
‘control’ in CoCo Model.

Describe any six characteristics of an effective management information
system.

With reference to Information Sccur@ty.-policy explain the following : |

. (1) Incident handling

(i) Business continuity management
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'As an auditor, how will you determine whether the control is cost effective or ¢
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Write short notes on an)-l four of the foHoWiilg .

(@) | Function of Controller of Certifying Authority u/s 18 of _InfoHn’ation '. 4
" Technology (Amendment) Act, 2008. |

(b) Systematic and Uns_ys_t_ematié risk. | . | L 4
©)- Goalé of -the_ :businesé _continuity plan. . o - N __: I4 _
@ Five levels of software procgsé matunty By o o - 4
(e) -‘ Ty'pes of System Testing; - R | | . | 4
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